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Password Change
Procedures and Instructions
For Citrix ICA Clients

Citrix ICA Client logon procedures for all Pacific Region Modern DCPDS users are
being changed to comply with security requirements which mandate password aging.

Department of Army, Standard Configuration Management policies have been
established so that all regional customers, who require access to the Modern DCPDS
application (to include the Regional Reports (CSU) application), will connect to their
Regional CPOC via a MetaFrame (WinFrame) LAN connection.

The password required for connecting to the WinFrame LAN is the one that is affected
by this aging policy. These passwords will expire on a 90 day cycle. When the
WinFrame LAN password expires, users will automatically be prompted to input a new
password. The MetaFrame server software has been configured in such a way that a
password change is treated as a withdrawal as a member of the Server Farm.
Unfortunately, the Pacific CPOC Systems administrators DO NOT have control over the
server software.

The impact on the user is:
1. Desktop application icons are removed.
2. Connection to the PACPOC Citrix Farm will have to be re-established

Password has expired ... What the user will see:

A. User double clicks on one of the available desktop icons

or

B. Depending on the circumstances, the following Logon Message screen may be
displayed
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Logon Meszzage

Q 'ou are required to change vour pazsword at first logon,

If it is, click

to display the Change Password screen

If the Logon Message screen is not displayed, the following Change Password screen

will be displayed

Uszer name:

Dramair;

Old Paszword:
Hew Pazsword:

Canfirm Mew Paszward:

Ok

Change Password E

Iale:-:andg

|WINFFH-‘-.ME

2

Ixxxxxxxx

Cancel |

Help

The current password should be displayed as ******** jn the Old Password box
You should NOT have to enter your old WinFrame password
In the New Password box, enter a new password
Password must me a minimum of 8 alpha-numeric characters (can be a
mixture of upper and lower case letters)
In the Confirm New Password box, enter the new password again

Click L

A confirmation Change Password screen should be displayed

il Change Password E

@ Your pazsward has been changed.
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Click L

Note: At this point, the WinFrame server software assumes that you
are withdrawing as a member of the Server Farm and your desktop
icons will be automatically removed.

The following screen may be displayed

v Farm FRITOA

Click L

Your connection to the WinFrame LAN will be dropped

Re-establishing your PACPOC Citrix Farm connection ...
getting your desktop application icons back

The following procedures have to be followed to re-establish the connection.

A. Open the Citrix Program Neighborhood by

Citrix Program
Double clicking on the Citrix Program Neighborhood icon BE=dElii=lEE|
or
Click Start
Program
Citrix ICA Client
Citrix Program Neighborhood

If the Citrix Program Neighborhood screen opens to Citrix Program Neighborhood -
PACPOC Citrix Farm similar to the display below

For Official Use Only 4
Unclassified



Document Number: 25-1fff 13 December, 2000
POC Number: WF A0002 Version 4.1a

| § Citrix Program Meighborhood - FACPOC Citrix ‘Farm
Eile View Iook Help
I x @ | = . icd
] Refresh Deleter  Froperties  Sebtings Wiens

M arme | state | Description |
E]Application Set Manager

||1 ahiect(s) |

The logon screen should automatically be displayed (proceed with instructions at C
below).

If the logon screen is not displayed

Double click on I‘.ﬁ.pplicatiun Set Manager

B. From the Citrix Program Neighborhood screen shown below
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Find Mew Application Set
& Custom |CA Connections
2B paCPOC Citriv Fam

Double click |§EPMPDE Citix Fam - +6 bring up the logon screen

C. Atthe PACPOC Citrix Farm logon screen shown below

PACPOC Citrix Farm

Program

(i/CQNeighborhood

=1990-1999 Citriz Swstems Ine A1 rghts reserred

Uszer name:; Iale:-:andg
Fazzword: |
Diarnair: Iwinframe

[T Save Password

k. Cancel

Enter the new password in the Password box
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Click the Save Password check box

Click 9 |

Note: If you do NOT click the Save Password box, you will be prompted to enter
the MetaFrame password every time you log on to Modern DCPDS, Regional
Reports Application and / or Business Objects.

Note: Logging on to the PACPOC Citrix Farm will automatically
Add icons on the client PC’s desktop for those applications that you are

authorized to run.
Add the connections in the Citrix Program Neighborhood

The icons / connections that are created will depend on the access that your
user id has been given.

Once you have logged on to the WinFrame LAN your Citrix Program Neighborhood
— PACPOC Citrix Farm screen will look something like the screen below

EB i mE | i
| Up | Refiesh | Delete Riopeties Seftings | Views |
T e | State | Deseription |
g B - Farr Enabled
Madern DCFDS - Farmn Enabled
@ Regional Reports - Farm Enabled
[3 obiectlz] 4

Look for these icons on your desktop:
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Modern DCPDS

Regional

Regional Reports Applicaton (CSU)  BaSEiESE

":‘ﬂ
A

Business Objects Client BO - Fam

Double click the appropriate icon to run the desired application.

The WinFrame logon configuration information will be set for
the next 90 days.

Refer to these instructions to re-establish your connection to
the PACPOC Citrix Farm when the password expires in 90
days.
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